INTRODUCTION

This paper proposes a solution to reduce the energy consumption by bulk power consumers in distributed networks at the times that the network is to experience a sudden peak in consumption graph. This is done using an intelligent system in addition to one variable multi-tariff kWh-meter. Finally the results of applying this method, is estimated using the samples gathered from the energy consumption information of several hospitals.
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PROBLEM DEFINITION
One of the existing load management methods, is to use TOU meters (multi-tariff meters) in industrial centers or other bulk power consumers in the distributed network. Different tariffs are measured according to the load-time graphs and observing different kinds of loads in the region, and also taking the peak times of use into consideration, which in different conditions consists of 2 or 3 power consuming tariffs (Figure 1 ). This multi-tariff system is used to make some kind of balance between supply and demand, which ideally is to flatten the graph, so that the consumption is expanded in the time domain homogenously (Figure 2 ). The main disadvantage of this method is that it is not capable to cover all the changes in energy demand for all times. For example there might be some days that the network experiences a sudden peak in demand, due to some special happening (Figure 3 ).
In recent networks, to compensate the extra demand, plants or slay plants should be used and if these are not sufficient enough, some regions should suffer power blackout according to their importance. Obviously this is not a good way and might cause serious damages for the consumers. In this paper an intelligent system is designed to give the dispatcher, the ability to dynamically change the tariffs used by the multi-tariff meter. Because of the ability to predict these peak times, the consumers can be informed of the changes a few days before they take effect. This will make some of the consumers which are to use large amounts of power, at those special times, to shift their activities to other times. So there will be some kind of compensation, to avoid having such sudden peaks and pressures on the suppliers. At the times that there are no changes to be applied, this system can be used as a way to train the energy managers at the consumer side, about optimum energy consumption and other considerations that helps the load management by the dispatcher. Also this system is able to alert the consumers about predefined power blackouts, to automatically start the emergency power system.
The article is organized in the following way: In the following section, the solution is explained in details. All system components are described with their jobs. The second section considers the security in the whole system. And the last section the results of using this system are estimated, according to some hospitals' power consumption information.
THE SOLUTION
The proposed solution consists of establishing a permanent connection between the dispatching center and the intelligent system installed at consumer's side, which enables the dispatching center to "TALK" with the kilowatt-hour meter on the consumer side and take control of it. So the dispatcher may decide to change the tariffs and put Penalty or Bonus tariffs at certain times that the Power Consumption Graph is expected to have unreal peaks. This situation is due to sudden rise in electrical power demand, as described in the introduction. To do this, it should be possible for the consumer to be informed about these changes a while before they are exerted (may be a few days before). The consumer might decide to make little changes in tasks schedule as a result of Penalty/Bonus tariffs. So there will be an effective compensation in the graph (as is shown in the results sections, as a practical experiment). All these conversations are done using 3 types of messages from dispatcher to the consumer and one acknowledge message from consumer to dispatcher. All of the messages are received by the computer. The computer uses the designed software to interpret these messages and after converting them to appropriate commands, the result is sent to the meter. The messages of type 1 are operational messages and force the kilowatt-hour meter to use new tariffs (Penalty/ Bonus/ Normal). This change is maid possible using an additional hardware attached to the meter. This hardware is permanently connected to the computer and is designed to interact with the meter so that an arbitrary tariff is applied. This hardware will be described in following sections in more detail. The messages of type 2 are to send non-operational information to the consumer. The main purpose of this type of messages is to send the predefined annual table of tariffs as well as sending information about upcoming events, and consequent changes in tariffs. Also the dispatcher can inform the consumers about scheduled blackouts through these messages. More applications can be defined for this type of message. For example, they can be used to transmit some training information to consumers (papers, programs, etc.), or even to send advertisements to them. Type 3 of messages is used to automatically start the Emergency Power System just before the scheduled blackout. The emergency power system is attached to the computer through parallel port and is optional. The acknowledge message is used to inform the dispatcher about the completion of changes. This message is described more in the Security section. The final thing of note is that, there is a method designed to keep the system work, even if the PC is turned off for some reason. A short time before any message is sent, one particular package of data, The Magic-Packet, is sent to consumer's computer. This packet will switch the computer on, using the Wake On LAN (WOL) or Remote Wake Up (RWU) capabilities of the main-board of the PC. And the software will be automatically started, listening for the incoming messages after the computer starts. So the loss of data is almost impossible. In following sections, different components of the entire system are described in detail.
Communication devices and protocols
Communication devices/protocols are used in two main parts of this project. First those which establish the connection between the dispatching center and the consumer side computer. And another set is used to connect the computer to the kilowatt-hour meter and the additional hardware attached to it. The connection between the dispatching center and consumer can be established through one of the following methods:
-Dedicated leased line between two computers -Radio Transceivers for both sides -GSM Modems to use mobile network -Power-Line Modems Each method has its own advantages and disadvantages. So only one method is chosen for this project and discussed here. In this project, the connection is established using a dedicated leased line. And one DSL modem on each side should be installed. Using these components we can establish a permanent high-speed connection between two points. It should be noted that the modem should be always turned on, even if the computer itself is switched off, so that the Remote Wake Up process can be successfully done. TCP/IP is the protocol used here for data transfer between the two points.
The computer and the additional hardware attached to the meter are connected wireless using two FSK (FrequencyShift Keying) Transceiver modules. These modules work in radio frequencies, but the center frequency and the bandwidth in which these modules will work, differs according to the region of installation and free radio frequencies in the city.
The Computer (Hardware and Platform)
The Personal Computer placed in the consumer side is a simple Pentium One or higher. The mandatory properties of the hardware are, one Main Board that supports WOL (as mentioned in Communications section) and one DSL modem. Also there should be one parallel port free to be connected to the transceiver module. This port is also used for the optional emergency power system.
The Software
The software is designed specially for this project and is not a general-purpose application. The program is composed of two main modules. One module is designed to respond to incoming messages from dispatching center and another to respond to incoming messages from the meter.
The first module, as illustrated in Figure 5 performs these 5 main tasks: 1-Waits for incoming messages and stores them in a buffer. 2-Recognizes the type of the message and extracts extra data in it. 3-Issues the appropriate commands. Whenever needed, a lookup table is used, to obtain the new tariff according to the current time. 4-Sends the commands to the meter, through the transceiver which is connected to parallel port. 5-Saves brief information about the received message and consequent tasks into the database. This program, uses Windows Sockets to define a direct connection to the server in dispatching center. Through this socket, whenever data is received, the program is triggered automatically. After reading the data in the buffer, the buffer is passed to the decoder. This decoder is frequently updated, because of the dynamic coding algorithm. Dynamic coding, provides a very high security degree. The decoded message contains a special header, that stores important information about the message. This header should not be thought as the TCP/IP header. This header is added to the message before TCP/IP encoding, so it is a part of message body. This header involves many things like the exact date & time that the message is transferred, the validity period for the message and etc. Also the type of the message is included in it, in form of a string. After that the type of the message is recognized, the program follows 3 different procedures according to the type, as illustrated in Figure 5 .
If a message of type 1 is received, first a lookup table is used to obtain the current tariff in use. This table is created/updated using the message of type 2, as was discussed before. Considering the current tariff and according to the Bonus/Normal/Penalty state, required by the message, new command is generated, encoded, and sent to the meter, through the transmitter. In the case of messages of type 2, if the message contains any updates for timetables, the program first updates the tables. Then the additional information in the message are extracted and saved. And finally a notification message will be leaved for the operator. If the incoming message is of type 3, and if the optional automatic emergency system is installed, a signal will be sent to the timer of the emergency system to start it, and the computer will shut down. After these steps, the program will save the message header, necessary parts of message body, current time and current date plus some extra information into the database. This way there will be a logging system to increase the security level of the system. The Second module is responsible to receive incoming messages from meter (through the parallel port), encode them and pass them to the dispatching center. And finally this program is adjusted to automatically run and wait for messages, just after the computer is switched on and is in its steady state.
The Additional Hardware
The additional hardware is designed to change the output of meter so that an arbitrary tariff is used to measure the prices. The meter is modeled like Figure 6 .
Display Screen Measurement Components
Analog to Digital Converter The Display Screen will be replaced by the new hardware. The hardware contains a processor, that multiplies the output of the A/D (Analog to Digital Converter), by the arbitrary coefficient which is defined by the software. The coefficient is sent in an encoded message. The receiver will pass the received message to the processor, and the message will be decoded inside the processor. This way the true tariff is applied and suitable results are shown on the new display screen.
After that this process is performed successfully, an acknowledge message is generated, coded, and transmitted to the computer through the transmitter. This acknowledge message is used for security problems and will be discussed in the security section.
The new kilowatt-hour meter is modeled in Figure 7 . 
SECURITY CONSIDERATIONS
Security, in this system, can be divided into 2 distinct problems. First of all, the communication between the dispatching center and the computer at consumer side should be completely secure so that the messages be transferred with minimum probability of loss/damage. And after that the message is transferred without any problems, it should be guaranteed that the requested task is performed completely at consumer side. The first problem, is completely different for any of the methods mentioned in the Communication Devices section. For the special method used in this project (dedicated leased line), there's no vulnerability for data transfer between two centers unless the line is disconnected physically. Both problems are solved by designing an acknowledge signal that is to be sent back to the dispatching center after each command is performed. This signal is generated by the additional hardware to ensure that the operation is finished successfully.
EFFECTIVENESS MEASURMENTS
In this section, hospitals, as slightly large consumers, have been considered, to measure the effectiveness of applying this intelligent management system. To do this, the power consumption information of hospitals, at non-peak hours has been needed. So, 30 hospitals have been inspected for one month and during this period, their power consumption has been recorded between 9:00 a.m. and 11:00 a.m. This duration could be potentially a time for one important football show (like World Cup). Although the applied tariff for these hours of day, is Normal tariff. The recorded samples for two of these hospitals, are shown in According to the achieved data, the average energy consumed by one hospital in those hours is about 15 kWh. So, having 168 hospitals in a city like Tehran, the average energy consumed by hospitals in Tehran, is about 2520 kWh, which is a valuable percentage of total energy consumed in the network. Using the proposed management method, and assuming that the power consumption at the particular time is only 20% decreased, 504 kWh is saved just by hospitals, which can be used at sudden peaks for home usage. The saved energy is much more, when all the industrial consumers are considered. So the effectiveness of the proposed management method is obvious.
